Spin
_»Many quantum experiments are done with
photon polarization instead of electron spin

» Here is the correspondence between the two
Electron Photon

1) H

0), Vv

1) +D

0), -D

SG Polarizer

» And the measurement probabilities are the
same




Spin

_—»From-our study of spin and Stern-Gerlach
experiments we know we must choose a
direction (basis) to measure S, for electrons or
linear polarization for photons

Electron SG Photon Filter  Probability of detection

1) +z H H 1
) -z H % 0

1) +x H +D  50%
) H

- X -D 50%




Spin or Polarization

0
Measure? yt
T i _‘_‘_‘_‘_‘_‘_‘_‘_‘_'1
_ \' a 07 TN
. o
.""l'".




Quantum Cryptography

< »How does the left side of the room pass
a note to the right side of the room
without me learning the contents of the
message?

» The only mathematically proven way to
transmit a message is to use a one-time
pad

= This requires a key the same length as the
message and can be used only once




Quantum Cryptography

- »Note, the figures on the next few slides
were take from a talk on quantum
cryptography by Vadim Makarov from
NTNU in Norway




Quantum Cryptography

_—»Classical key cryptography requires a secure
channel for key distribution

x Vulnerable, authentication not assured,

evesdropping

» Quantum cryptography can distribute the key
usina an open channel

Message

j%

Alice

Encoder | — |

Open (insecure) channel

Secure channel

Bob

e | Decoder

Message

—

i)




Quantum Cyptography

> lIn-addition, a message transmitted classically
can be passively monitored

» A message transmitted quantum mechanically

® (Classical information

E Perfect copy

E /_\E Unchanged original

® Quantum information

zlcj Imperfect copy

E /F\E Broken original




Quantum Cryptography

NTNU

O

Alice m Diagonal

detector basis

Diagonal

|
polarization filters

- Honzontal-
vertical
detector basis

Horizontal-vertical
polarization filters

e

nght source

-

Alice’'sbitsequence 1 011 0011001110
Bob’'s detection basis (% CioE0DOoBPpE0on
Bob'smeasurement 1 0 010011000100
Retained bitsequence 1 - -1 00-100-1-20




Quantum Cryptography

«—»Alice-generates a random key
» Alice generates a random set of analyzers

» Alice sends the results to Bob
» Bob generates a random set of analyzers

» Alice and Bob publicly exchange what
analyzers were used (sifting)

» Alice and Bob check whether randomly
selected entries agree

» The remaining results are kept as a key
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Quantum Cryptography

Vienna, 21. April 2004
World Premiere: Bank Transfer via Quantum Cryptography Based

on Entangled Photons
Press conference and demonstration of the ground-breaking experiment:
21 April 2004, 11:30, Vienna City Hall — Steinsaal

A collaboration of:

group of Professor Anton Zeilinger, Vienna University; ARC Seibersdorf research
GmbH; City of Vienna; Wien Kanal Abwassertechnologien GmbH and Bank Austria —
Creditanstalt

Today, the Bank Austria Creditanstalt has, on behalf of the City of Vienna, performed the

World's first bank transfer encoded via quantum cryptography.

This novel technology was demonstrated by the group of Professor Anton Zeilinger, Vienna
University in collaboration with the group Quantum Technologies (Information Technologies
Division) of Seibersdorf research. The bank transfer was initiated by Vienna's Mayor Dr.
Michael Haupl, and executed by the Director of the Bank Austria Creditanstalt, Dr. Erich
Hampel The information was sent via a glass fiber cable, laid by the company Wien Kanal
Abwassertechnologien from the Vienna City Hall to the Bank Awustria Creditanstalt branch
office “Schottengasse”.

Entangled photon pairs enable absolutely secure transfer of information

In quantum cryptography, a data key for encoding messages is created using quantum
technologies. It provides solutions for two problems yet unsolved by today’s commonly used
classical cryptography systems: The creation and the transfer of absolutely random keys.
On the one hand, the security of the produced keys is based on the laws of Nature — and not
on the complicated mathematical procedures used by today's systems. On the other hand,
quantum cryptography simplifies the distribution of the keys. Trustwaorthy human messengers
who personally deliver a key, still the common carriers of information in cases of highly
confidential transfer of information, are finally a thing of the past. The keys can now be
produced simultaneously by transmitter and receiver — the transfer is made redundant.
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Quantum Cryptography
- > Here is Alice

EMEDI py = 4= 04 f3afal . A3RCR

1\
S
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Quantum Cryptography

a4, »Here is Bob

12



Qubit

> A Qubit (or Qbit) is a quantum system with
exactly two degrees of freedom

a bit can be Lor 0(|2) or |0))
a qubit is superposition of states |y/) = a|1) + 5|0)

where o + p° =1
and as we learned previously

P(11))= &? and P(0)) =

» Examples
= Electron with spin up and spin down
= Photon with horizontal and vertical polarization

13




Entanglement

_—»Recall the EPR paradox

EINSTEIN-PODOLSKY-ROSEN PARADOX, (2)

I I
<« R
Or e Knowledge without disturbance ? O

Measurement
If you measure the momentum p, then the momentum of the red is -p.
Bince the momentum of the red was measured without disturbing it,

that quantity must be regarded as real.

I II
-« e
. = = > O
o @ »  Knowledge without disturbance q:

Measurement -
If you measure the position s, then the position of the red is g-
Since the position of the red was measured without disturbing it,

that quantity must be regarded as real.

M

Since both the momentum and the position of the red can be known
without disturbing the red itself, both gquantities must be regarded
as real. BUT THE QUANTUM MECHANICS IMPLIES THAT THE TWO
CANNOT BE REAL AT THE SAME TIME. This shows that something
is wrong with the quantum mechanics.

14




Entanglement

_» Describes quantum states that have to be referenced
to each other even though they are spatially separated

» Say | can generate electron (or photon) pairs such that
they always have opposite spins

= 14)-|u1)

= What is the probability of A measuring up?

= What is the probability of A measuring down?

= What is the probability of B measuring up when A measures
down?

» We say the two spins are entangled

15




Quantum Teleportation

~»Quantum teleportation transfers a
guantum state to an arbitrarily far
location using a distributed entangled
state and the transmission of classical
Information

»The state at A is physically not
transferred but an identical copy
appears at B

16




Quantum Teleportation

_—»Recall that spin can be measured with different
SG analyzers (bases)

> We'll define

T>Z :‘T>and ¢> — ¢>

yA

T>X:\—>>anc ‘¢>X=\<—>

and|1), = (=) +|)

and V), = (=) -|<)
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Quantum Teleportation

. »Let's define some operations
» These don't destroy the quantum state

X Is a rotation about the x - axis

X (@] 1)+ L)) = a[d )+ b

Z 1sa rotation about the z - axis
z(|1)+b[¥))=al ) ~bld)

C — X flips the second spin if the first is down
C — X keeps the second spin if the first is up

C— X (a1 1) +b[T4)+ 1)+ d[dd))=
aT,T>+bT,¢>+c¢,¢>+d i,T>

18




Quantum Teleportation

«—»We want to transfer an arbitrary state from
Lab A to Lab B

aT)+b|{)

» We also start with an entangled state

L{ny-fu)

> Then the overall state is

b b
%n,w_ﬁu,w_%n,m+ﬁ\¢,m>

19




Quantum Teleportation

~»Spin 1 is the unknown spin to be
transported

»Spin 2 is the first spin of the entangled
pair and is located Lab A

»Spin 3 is the second spin of the
entangled pair and Is located in Lab B

20




Quantum Teleportation

> Apply the C-X operation to spins 1 and 2 in
Lab A

b b
1L MR R (R R AR

becomes

b b
1L o At - LB A LR

21




Quantum Teleportation
. »Measure spin 2 in the z basis

b b
M-S - ST W)
» The probability of getting spin up is

2

a b [ Ja] +[b] 1
| 4+ —] = —

V2| |2 2 2

= And also 1/2 for getting spin down

» Let's say we measure up, then the new state

R A P A

d

22




Quantum Teleportation

«—»Measure spin 1 in the x basis
first write a‘ ™1 ¢> + b‘ 3T T> in the x basis

a a b b
ﬁ‘—xT,H+ﬁ‘<—,T,¢>+ﬁ‘—>,T,T>+ﬁ‘<—,T,T>
» Then the probability of measuring spin right is
a 2 b 2_‘a‘2+‘b‘2_1
V2| N2l 2 2

= And 1/2 for getting spin left
» Let's say we measure right, then the new state

e AR B

_I_
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Quantum Teleportation

» Now call Lab B and tell them the results
» Lab B responds by

If d fors
If 4 fors
If T fors
If T fors

» Our example is case 3

a—>,T,¢>+b
a—>,T,T>+b

0IN 2 anc
0IN 2 anc

nin 2 and

0IN 2 anc

— fors
«fors
— fors
<« fors

ninl:
ninl:

ninl:

ninl:

do nothing

ap
ap
ap

0
D

D

y Ztospin 3
y X tospin 3
y Zthen X tospin 3

- T T> becomes

—>,T,¢>

24



Quantum Teleportation
- »Thus the state of spin 3 in Lab B is
a —>,T,T>+b‘—>,T,¢>
a T>+ b‘ ¢>

» Exactly the state we were trying to transmit
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Quantum Teleportation

brief communications

Quantum teleportation across the Danube

Areal-world experiment marks a step towards worldwide guantum communication.

portation' is crucial for quantum
communication and quantum net-

Efﬂciem long-distance quantum tele-
L e -

working schemes®. Here we describe the
high-fidelity teleportation of photons over
a distance of 600 metres across the River
Danube in Vienna, with the optimal effi-
ciency that can be achieved using linear
optics. Our result is a step towards the
implementation of a quantum repeater’,
which will enable pure entanglement to be
shared between distant parties in a public
environment and eventually on a world-
wide scale.

Cuantum  teleportation is based on
a quantum channel, here established
through a pair of polarization-entangled
photons shared between Alice and Bob
(Fig. 1).We haveimplemented this by using
an &00-metre-long optical fibre installed in
a public sewer system located in a tunnel
underneath the River Danube, where it is
exposed to temperature fluctuations and
other environmental factors.

For Alice to be able to transfer the
unknown polarization state of an input pho-
1o |y, she has to perform a joint Bell-state
measurement on the input photon band her
member, ¢, of the shared entangled photon
pair (¢ and d). Our scheme allows her to
identify two of the four Bell states, the opti-
mum achievable with only linear optics**.

As a result of this Bell-state measure-
ment, Bob’s receiver’ photon dwill be pro-
jected into a well defined state that already
contains full information on the original
input photon b, except for a rotation that
depends on the specific Bell state that Alice
observed. Our teleportation scheme there-
fore also includes active feed-forward of
Alice’s measurement results, which is
achieved by means of a classical microwave
channel together with a fast electro-optical
modulator (EOM). It enables Bob to per-
form the unitary transformation on pho-
ton d to obtain an exact replica of Alice’s
input photon b.

Specifically, if Alice observes the [},
Bell state, which is the same as the initial
entangled state of photons ¢ and 4, then
Bob already possesses the original input
state. But if Alice observes the |dr*), state,
he introduces a w-phase shift between the
horizontal and vertical polarization com-
ponents of photon 4 by applying a valtage
pulse of 3.7 kv on the EOM. For successful
operation, Bob has to set the EOM cor-
rectly before photon « arrives. Because of
the reduced velocity of light within the
fibre-based quantum channel (two-thirds
of that in vacuo), the classical signal arrives

Alice logic L =

£ ))\\\\\\\
= Classical channel
14| J;}j

/)

Source

Figure 1 Long-distance quantum taleportation across tha River Danube. The quanium channel (ibra F) rests in a sewaga- pips unnal
balow the river in Vianna, whila tha classical microwsva channel passes above it A pulsed laser (wavalength, 234 nm; rata, 76 MHZ) is
usad to pump & B-barium borate (EED) orystal that generates the entangled photon par ¢ and o and photons @ and b (wavelangth,
TBE nmi by spantanaous parametic down-conversion. The stata of phaton & after passage through polarizer P is the teleportation input
 sanves as tha triggar. Photons b and ¢ are guided into a single-maode optical-fibre baam splitter (BS) connacted to polaridng beam split-
tars {PBS) for Bel-state maasuramant. Polarization ratation in the fibras is comected by pelaiiziion conirallars (PC) befora aach nn of
measuremants. Tha logic alectronics idantify the Bell state a5 aitier s~y of |¢ ), and convey the result thraugh the microwsvs chan-
el {RF unit] to Bob's electro-cptic modulator (EOM} o transform photon o nto the irput stata of photon b,

about 1.5 microseconds before the photon.

‘We demonstrated the teleportation of
three distinct polarization states: linear at
45°, left-handed circular or horizontal. The
teleportation fidelity achieved was 0.84,
0.86 or 0.90 for the 45°, for each of these
input states, respectively. These fidelities
comfortably surpass the classical limit of
0.66 (ref. 6) and prove that our teleporta-
tion system is operating correctly. Without
operation of the EOM, however, Bob
observes a completely mixed polarization
for the 45° and circular polarization input
states, causing the observed fidelity for
these states to drep to 0.54 and 0.59, respec-
tively, in the absence of active unitary trans-
formation. The deviation from the random
fidelity of 0.5 is due to statistical fluctua-
tions in the observed counts.

Each measurement run lasted for 28 h
and the rate of successful teleportation
events was 0.04 per second. Polarization
stability proved to be better than 10° on the
fibre between Alice’s and Bob’s labs, corre-
sponding to an ideal teleportation fidelity
of 0.97 over a full measurement run. Hence,
despite the exposure of our system to the
environment, high-fidelity teleportation
was still achievable without permanent
readjustments.

‘We have demonstrated quantum tele-
portation over a long distance and with
high fidelity under real-world conditions

MATURE|VOL430 | 19 AUGIIST 2004 | www.nature.com/nature

outside a laboratory. Our svstem combines

for the first time, to owr knowledge, an

improved Bell-state analyser with active

unitary transformation, enabling a doub-

ling of the efficiency of teleportation

compared with earlier exgerimems based

on independent photons™. Our experi-

ment demonstrates feed-forward of mea-

surement results, which will be essential for

linear-optics quantum computing®™", and

constitutes a step towards the full-scale

implementation of a quantum repeater.
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